CSIS 5857: Encoding and Encryption

Assignment 1: Traditional and Modern Ciphers
Due Feb. 11
1. Some archeologists found a new script in an unknown language. The archeologists later found a small tablet at the same place that contains a sentence in the same language with the translation in Greek. Using that tablet, they were able to read the original script. What type of attack did the archeologists use?

2. Encrypt the message “the key is hidden under the doormat” with the Vigenere cipher (ignoring spaces), using the key “SECURITY”.

3. Despite the advice given in this course, Alice and Bob have decided to try to hide the encryption algorithm they have used. Assume that they send a ciphertext message, which is intercepted by Darth. How can Darth determine whether a substitution or transposition cipher was used?


4. The following text has been encoded with a monoalphabetic cipher. Use a frequency attack to recover the plaintext.

YZQCAVVABSTMYQJYZIWGQQTQTKAEQEBSYZIXATAIVFZIGQYSKKSFZQH


5. Give the inverse  of this 6 x 6 P-Box:


	3
	2
	6
	5
	4
	1


6. Give the inverse of this 3 x 3 S-Box:

	 
	00
	01
	10
	11

	0
	011
	101
	111
	100

	1
	000
	010
	001
	110


7. Is the following 2 x 2 S-Box linear? Justify your answer.


	 
	0
	1

	0
	00
	11

	1
	01
	10


Please turn these in using a word processor (such as Word), instead of hand-written form.
