CSIS 5857: Encoding and Encryption

Assignment 2: DES and AES
Due Feb. 17
You are required to do one of the following two assignments (based on whether you prefer programming or written work:

Programming Assignment
Implement the Simplified DES (S-DES) described in Appendix O (page 659) of the textbook. It should have the ability to input an 8 bit text and a 10 bit key, and encrypt it.
I would prefer that you do this in C, C++, Java, or JavaScript. However, you can do this in any language, as long as I can compile and run it in one of our labs and you get my approval first.

I will not be particularly concerned with programming style, documentation, etc. – the purpose of this assignment is for you to get a good understanding of the inner workings of DES. However, following these suggestions will make your life much easier:
· Have your program print as many intermediate values as possible.

· Start by implementing support functions to:

· Compute the XOR of two binary numbers.

· Shift a binary number by some amount.

· Compute the transpose of a binary number based on some permutation array.

· Determine the result of running a binary number through a given S-box.

Note: The example the textbook uses (Example O.3) is wrong. In order to test your program, you can compare it to the results from an on-line SDES calculator at http://www.cs.utk.edu/~cjohnson/computing/cns/sdes.html 
Email me your final program at john@cis.ysu.edu.

Written Assignment


This problem provides a numerical example of encryption using a one-round version of DES. We will use the same bit pattern for the key and the plaintext:
Hexadecimal notation: 0 1 2 3 4 5 6 7 8 9 A B C D E F
Binary notation: 
0000 0001 0010 0011 0100 0101 0110 0111 

1000 1001 1010 1011 1100 1101 1110 1111

1. Derive the round 1 key K1. This involves the following steps:

a) Remove the parity bits.

b) Perform the specified left shift on the 28-bit left and right halves.

c) Use the permutation to derive the 48-bit round 1 key K1.

2. Use this key to perform the round 1 encryption of the plaintext. This involves the following steps:

a) Apply the initial permutation and break the plaintext into left and right halves L0 and R0.

b) Expand R0 to get E(R0).

c) Calculate A = E(R0) ( K1.
d) Group the 48-bit result A into sets of 6 bits and evaluate the corresponding S-box substitutions.

e) Concatenate the results of d) to get a 32-bit result B.
f) Apply the permutation to get P(B).

g) Calculate R1 = P(B) ( L0.
Please turn these in using a word processor (such as Word), instead of hand-written form.
