CSIS 5857: Encoding and Encryption

Assignment 3: Block Ciphers and Public Key Algorithms
Due March 24
1. This question has to do with the effects of corrupt bits of ciphertext on the resulting plaintext. For each of the following, give the possible corrupted bits in the plaintext created by decrypting the ciphertext. Assume that AES is used.
a. In ECB mode, bit 17of ciphertext block 8 is corrupted during transmission.

b. In CBC mode, bits 17 and 18 of ciphertext block 9 are corrupted during 

c. In CFB mode, bits 3 to 6 of ciphertext block 11 are corrupted during transmission. Assume that r = 8.

d. In CTR mode, blocks 3 and 4 are entirely corrupted during transmission.

2. In RSA, if n = 187 and e = 17, what is d?

3. In order to simplify the computations for RSA, Alice decides to encrypt a message one letter at a time. That is, if a message is “run” (in numeric terms 18 15 21), the ciphertext would be 18e mod n, 15e mod n, 21e mod n. What kind of attack is this vulnerable to?


4. In Diffie-Hellman key exchange, what if Alice and Bob accidentally choose the same numbers for x and y? Does it have any effect on the correctness or security of the algorithm? Justify your answer.

